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ABSTRACT

India’s internet penetration and the rapid advancement of digital technology have made cybercrime
a serious threat to people, companies, and national security. Through legislative and regulatory
actions, the Indian legal system has taken significant action to combat cyberthreats. The Information
Technology Act, 2000 (modified in 2008), which forms the basis of cyber legislation, is the main
subject of this paper's exploration of the legal framework controlling cybercrime in India. The Act
specifies punishments and adjudication procedures in addition to defining a number of cyber
offenses, including as hacking, identity theft, cyberterrorism, and cyberstalking. Additionally, the IT Act
is supplemented by the Indian Penal Code (IPC), 1860, which addresses offenses like defamation,
obscenity, and trickery in the digital sphere. The study also looks at how specialist organizations like
CERT-In, the Cyber Crime Investigation Cell, and court-led cybercrime courts help to enforce the law
and guarantee cyber justice. Important obstacles are also covered, including jurisdictional problems,
a lack of technical know-how in law enforcement, data protection difficulties, and the requirement for
a unified worldwide strategy. In conclusion, even though India has made great strides in creating a
cyber legal framework, the constantly changing nature of cyberthreats calls for ongoing legislation
revisions, improved international collaboration, and capacity-building initiatives. Enhancing digital
literacy and public awareness are equally important for a safe and inclusive online environment.

Keywords: cybercrime investigation, cyber courts, legal framework, India, cybercrime, information
technology act, Indian Penal Code, cyber law, digital security, cyber forensics, cyber terrorism, data
privacy, jurisdiction, and cyber justice.

INTRODUCTION TO CYBER LAWS IN INDIA that regulate the use of technology, safeguard
against  misuse, and penadlize offenses

The rise of digital technology has brought about i !
committed through electronic means.'*

tremendous changes in the way we

communicate, do business, and interact with
one another. However, the rapid advancement
in digital platforms and the increased reliance
on the internet has also given rise to new forms
of crime—collectively known as cybercrimes.
These crimes, which include hacking, identity
theft, phishing, cyber fraud, and online
harassment, pose significant challenges for
governments and law enforcement agencies
worldwide. In Indig, the increasing number of
cybercrimes has led to the development of a
specialized legal framework designed to
address such offenses. This framework, known
as cyber laws, encompasses various provisions

112 | Page

The Information Technology Act, 2000 (IT Act),
also known as the Cyber Law of Indiq, is the
principal legislation governing cybercrimes in
the country. Enacted with the objective of
providing legal recognition to electronic
commerce and digital signatures, the IT Act also
serves to regulate a wide range of offenses
committed through cyberspace. It is a crucial
instrument in India’s legal response to
cybercrimes and provides the foundational

104 Tka Rizki Yustisia et al., “The Transformation of Digital Technology: Its
Impact on Human Communication” unknown, 2023  available at:
https:/ /www.researchgate.net/publication/376295682_The_Transformation
_of_Digital_Technology_Its_Impact_on_Human_Communication (last
visited March 15, 2025).
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structure for dealing with issues like cyber fraud,
hacking, and data protection. The Act was first
introduced to facilitate the growing e-
commerce industry, and as technology evolved,
it was amended in 2008 to include new
provisions aimed at addressing emerging cyber
threats.'%®

The IT Act applies to both individuals and
organizations, setting forth the legal framework
for the regulation of digital information, online
behavior, and the protection of privacy. Under
the IT Act, there are provisions that criminalize a
variety of cybercrimes, including but not limited
to, identity theft, cyber fraud, hacking, and cyber
terrorism. It is also important to note that the
Act covers both crimes involving Indian citizens
and crimes that involve foreign nationals if they
affect India’s interests.

Key Provisions under the IT Act:

. Section 43: Penalty and Compensation
for Damage to Computer Systems
Section 43 of the IT Act outlines the
penalties for unauthorized access to
computer systems and networks. This
section imposes a penalty on any
person who,  without permission,
damages, deletes, or alters data, or who
accesses a computer system with
fraudulent intent. This section serves as
a general provision for addressing
several types of cyber offenses, such as
hacking,  unauthorized access to
computer systems, and data theft. The
penalty includes compensation for
damage caused to the affected party
and can result in fines and
imprisonment.'®

2. Section 66: Computer-Related Offenses
Section 66 of the IT Act criminalizes the
act of hacking and the illegal
modification of data in a computer

105 Sneha Mahawar, “Information Technology Act, 2000” iPleaders, 2022
available at: https:/ /blog.ipleaders.in/information-technology-act-2000/ (last
visited March 15, 2025).

106 Editoral Team, “Section 43 IT Act: Data Protection & Penalties”
LawCrust  Global  Consulting  Company, 2025  available  at:
https://lawcrust.com/section-43-it-act/ (last visited March 15, 2025).
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system. It includes offenses such as
accessing a computer system without
authorization, damaging data, and
gaining unauthorized control over a
system. This provision is instrumental in
addressing  cybercrimes  such  as
hacking, where perpetrators gain access
to sensitive information, modify data, or
compromise  the  functioning of
computer systems. This section also
covers actions like the introduction of
malware or viruses that disrupt the
operation of a computer system or
network.'’

3. Section 66C: Identity Theft Section 66C
deals with identity theft in cyberspace. It
criminalizes the act of using someone
else’s electronic signature, password, or
other unique identification credentials
without their consent. Identity theft has
become one of the most common
cybercrimes in India, with cybercriminals
using stolen personal data to commit
fraud, steal funds, or carry out illegal
activities. This section provides a legal
framework for prosecuting those who
exploit personal information for
fraudulent purposes, ensuring that
victims of identity theft have legal
recourse.

4. Section 66D: Cheating by Personation
Using Computer Resources Section 66D
specifically addresses cheating by
personation using a computer or
communication device. It criminalizes
online frauds where cybercriminals
impersonate others to deceive victims
into disclosing sensitive information,
such as passwords or banking details,
which can then be used for fraudulent
purposes. This section has been crucial
in combating phishing attacks, where
individuals are misled into divulging
personal information via fake emails or

107 LawBhoomi, “Decoding Section 66 of IT Act, 2000” LawBhoomi, 2020
available at: https:/ /lawbhoomi.com/decoding-section-66-of-it-act-2000/ (last
visited March 15, 2025).
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websites
legitimate.!®

designed to appear

5. Section 67: Publishing or Transmitting
Obscene Material Section 67
criminalizes the publication or
transmission of obscene material over
the internet, including explicit content
and child pornography. This provision is
part of the legal framework that
addresses online sexual harassment,
exploitation, and the distribution of
obscene material through digital means.
The section aims to regulate online
content and prevent the spread of
materials that are considered harmful or
illegal in nature. It also extends to
content shared on social media
platforms, making it applicable to
contemporary forms of digital
communication.

6. Section 69: Power to Issue Directions for
Interception, Monitoring, and
Decryption of Information Section 69
grants the government the authority to
intercept and monitor any information
transmitted through computer systems,
including emails, messaging platforms,
and social media, in the interest of
national security. This provision is vital
for countering cyber terrorism and other
forms of organized cybercrime, where
criminal activities may be planned or
carried out using digital means. While
this provision empowers law
enforcement agencies to  protect
national security, it also raises privacy
concerns, and its use is subject to
certain safeguards to protect individual
rights.

7. Section 72: Breach of Confidentiality
and Privacy Section 72 deals with the
breach of confidentiality and privacy by

108 Cyber Lawyer, “Section 66D of Information Technology Act: Punishment
for cheating by personation by using computer resource, Facebook, Fake
Profile” Info. Technology Law, 2014 available at:
https://www.itlaw.in/section-66d-punishment-for-cheating-by-personation-
by-using-computer-resource/ (last visited March 15, 2025).
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individuals in positions of trust. This
section criminalizes the act of disclosing
information  obtained through the
access of a computer, computer system,
or network, in violation of an agreement
or law. It is relevant to cases where
individuals in  roles such as IT
administrators or corporate employees
unlawfully disclose sensitive or personal
information. The section ensures that the
privacy of individuals and businesses is
safeguarded, and penalties are imposed
for unauthorized disclosures of
information.'®®

8. Section 43A: Compensation for Failure
to Protect Sensitive Personal Data
Section 43A of the IT Act mandates that
corporate bodies, government agencies,
and other entities that handle sensitive
personal data must  implement
reasonable security practices to protect
such data from cyber threats. In cases
where data breaches occur due to
negligence, the affected party can seek
compensation from the entity
responsible. This provision is significant
in ensuring that organizations prioritize
cybersecurity and take necessary steps
to safeguard users’ personal data from
misuse.

India’'s legal framework for cybercrimes,
primarily represented by the Information
Technology Act, 2000, and its amendments,
provides a robust foundation for combating
digital offenses. The IT Act addresses a wide
range of cybercrimes, including hacking,
identity theft, cyber fraud, and the transmission
of obscene materials. It not only criminalizes
these offenses but also provides mechanisms
for the protection of privacy, personal data, and
national security. However, as technology
continues to evolve, India’s cyber laws must be
continuously updated to keep pace with

109 “A Comprehensive Guide to IPC Section 72 Protecting Privacy and
Confidentiality in India - Vanta Legal - Advocate Sudershani Ray,” Vanta
Legal, 2024  available  at:  https://www.vantalegal.com/law-services/a-
comptehensive-guide-to-ipc-section-72-protecting-ptivacy-and-
confidentiality-in-india/ (last visited March 15, 2025).
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emerging threats. The government, law
enforcement agencies, and legal experts must
work together to ensure that the legal
framework remains effective and relevant in
addressing the ever-evolving landscape of
cybercrimes.

INFORMATION TECHNOLOGY ACT, 2000 AND
AMENDMENTS

The Information Technology Act, 2000 (IT Act) is
the cornerstone of India’s legal framework for
addressing cybercrimes. Enacted with the
intention of promoting e-governance, ensuring
secure electronic transactions, and facilitating
the growth of electronic commerce, the IT Act
also aims to provide a comprehensive legal
structure for addressing cybercrimes. Since its
inception, the Act has undergone several
amendments to accommodate the growing
scope and complexity of cybercrimes. The
legislation primarily focuses on the legal
recognition of electronic records, digital
signatures, cybercrimes, and the protection of
sensitive data. Over time, the IT Act has evolved
to address emerging challenges in the rapidly
changing digital environment."

The Genesis of the IT Act, 2000

The IT Act, 2000 was introduced as India’s first
dedicated law to regulate the use of computers
and the internet, recognizing the need for a
legal framework to address the increasing
concerns about cybercrimes and electronic
transactions. Prior to the enactment of this law,
India had to rely on traditional laws like the
Bharatiya Nyaya Sanhita (BNS) and Bharatiya
Sakshya Adhiniyam, 2023, which were not
designed to deal with the specific nuances of
cybercrimes or electronic evidence. The IT Act
sought to fill this gap by providing a modernized
legal framework to meet the challenges posed
by the growing use of information technology in
all spheres of life.

The Act has several important components that
deal with the regulation of digital signatures,

110 Sneha Mahawar, “Information Technology Act, 2000” iPleaders, 2022
available at: https:/ /blog.ipleaders.in/information-technology-act-2000/ (last
visited March 15, 2025).
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electronic contracts, and data protection, in
addition to provisions that criminalize various
forms of cybercrimes. The Act is comprehensive
in scope, aiming to foster digital trust, prevent
misuse of technology, and promote a secure
cyber environment for all stakeholders. It
applies not only to Indian citizens but also to
offenses committed by foreign nationals if their
actions affect the interests of India.

Core Provisions of the IT Act, 2000

1. Section 1: Short Title, Extent, and
Commencement Section 1 of the IT Act
establishes its official title, which is the
“Information Technology Act, 2000,” and
outlines the Act's scope, its applicability
across the country, and the
commencement date. This section
provides clarity on the territories where
the law is applicable, including
provisions that can be extended to
offenses committed outside India if they
affect India’s interests.™

2. Section 3: Recognition of Electronic
Records Section 3 of the IT Act grants
legal recognition to electronic records.
This provision was a significant step in
India’s legal adaptation to the digital
age, as it gave legal status to records
generated, stored, or transmitted
electronically. This recognition facilitates
e-commerce and e-governance,
enabling businesses and individuals to
carry out electronic transactions with
confidence.

3. Section 4: Legal Recognition of Digital
Signatures Section 4 provides legal
recognition to digital signatures, treating
them as wvalid for verifying the
authenticity of electronic documents,
just as a handwritten signature would be
in traditional paper-based transactions.
Digital signatures are central to e-
commerce, online contracts, and secure

1 “Information & technology Act, 2000.,” Slideshare, 2014 available at:
https:/ /www.slideshare.net/slideshow/information-technology-act-2000-
33703482/33703482 (last visited March 15, 2025).
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communication over the internet. This
provision facilitates secure and legally
recognized online transactions.

Section 5: Use of Electronic Records and
Digital Signatures in Government and
Courts Section 5 emphasizes the validity
of electronic records and digital
signatures in government transactions
and judicial proceedings. This section
played a pivotal role in promoting e-
governance in India by ensuring that
electronic records and documents hold
the same value as their physical
counterparts in the eyes of the law.

Section 6: Attribution of Electronic
Records Section 6 of the IT Act
establishes the rules for the attribution of
electronic records. It clarifies that an
electronic record will be attributed to the
originator if it is sent or received in an
electronic form, thereby ensuring that
electronic communication is legally
binding and can be traced back to the
sender.

Cybercrimes under the IT Act, 2000

The Information Technology Act, 2000 also
provides a detailed framework for the
regulation and prosecution of cybercrimes. The
provisions under the Act are designed to
address a wide array of offenses, from simple
unauthorized access to computer systems to
more serious crimes such as cyber terrorism.
Several sections under the IT Act criminalize
activities like hacking, identity theft, cyber fraud,
cyberstalking, and the publication of obscene
content.

1.

116 | Page

Section 43: Penalty and Compensation
for Damage to Computer Systems
Section 43 of the IT Act penadlizes a
person who causes damage to
computer systems, data, or networks
without permission. It applies to a broad
range of activities such as unauthorized
access to computer systems,
destruction of data, introduction of

viruses, and the theft of data. The
penalties under Section 43 include
compensation for the damage caused
and fines. This section is a cornerstone in
the legal framework for preventing
cybercrimes and holding perpetrators
accountable for their actions.™

2. Section 66: Computer-Related Offenses
Section 66 outlines several offenses
related to the misuse of computer
systems and networks. It deals with
actions such as hacking, identity theft,
and cyber fraud. The section specifically
criminalizes the act of accessing a
computer system or network without
authorization, or tampering with the
data, including the modification,
deletion, or damage of data. Penalties
under Section 66 include fines and
imprisonment.

3. Section 66C: Identity Theft Section 66C
of the IT Act addresses identity theft,
which has become one of the most
common forms of cybercrime. The
section criminalizes the use of someone
else’s electronic signature, password, or
unique identification credentials with the
intent to commit fraud or gain
unauthorized access to systems or data.
With  the increasing number of
cybercrimes involving identity theft, this
section is crucial in combating online
fraud and protecting personal
information.

4. Section 66D: Cheating by Personation
Using Computer Resources Section 66D
deals with the crime of cheating by
personation using a computer or
communication device. This provision is
specifically  designed to  address
phishing scams and online frauds, where
perpetrators impersonate others online
to trick victims into sharing personal or

112 Cyber Lawyer, “Section 43 of Information Technology Act: Penalty and
Compensation for damage to computer” Info. Technology Law, 2014 available
at: https:/ /www.itlaw.in/section-43-penalty-and-compensation-for-damage-
to-computer-computet-system-etc/ (last visited March 15, 2025).
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financial information. The  section
criminalizes the use of computers or
communication devices to cheat
individuals or organizations by
impersonating another person.

Section 67: Publishing or Transmitting
Obscene Material Section 67 addresses
the publishing and transmitting of
obscene material through computer
systems or communication devices. This
section is important in the context of
regulating the spread of pornography,
particularly  online, and  protecting
individuals from cyber harassment. It
criminalizes the publication of obscene
content and provides penalties for
offenders.™

Section 69: Power to Issue Directions for
Interception and Monitoring Section 69
of the IT Act grants the government the
authority to intercept and monitor any
information transmitted through
computer systems, including emails,
messages, and online communications,
if deemed necessary for national
security. This provision allows law
enforcement agencies to monitor online
activities and prevent cyber terrorism,
but it also raises concerns about privacy
and individual rights.

Section 72: Breach of Confidentiality
and Privacy Section 72 makes it a
criminal offense for individuals who have
gained access to information about
others in the course of their work to
disclose that information  without
consent. This provision is designed to
protect personal and sensitive data from
unauthorized disclosure, ensuring that
individuals’ privacy is safeguarded.

Section 77: Cyber Terrorism The
introduction of Section 77A through the
Information Technology (Amendment)

113 Vanshika Kapoor, “Section 67 of Information Technology Act, 2000
iPleaders,

i

2024 available  at. https://blog.ipleaders.in/section-67-of-

information-technology-act-2000/ (last visited March 15, 2025).
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Act, 2008 introduced provisions
specifically targeting cyber terrorism.
Cyber terrorism involves the use of
information technology to cause harm
to the sovereignty, integrity, and security
of India. This section is important in
addressing cybercrimes that involve
politically motivated attacks, such as
cyber attacks on government websites
or the use of the internet to incite
violence.

Amendments to the IT Act

Since its enactment in 2000, the IT Act has been
amended several times to address new and
emerging challenges in the digital landscape.
The Information Technology (Amendment) Act,
2008, introduced significant changes to the

original

IT Act, expanding its scope and

addressing new forms of cybercrimes.

1.

Cyber Terrorism and Related Offenses
One of the major changes introduced by
the 2008 Amendment was the addition
of Section 66F, which criminalizes cyber
terrorism. Cyber terrorism involves the
use of the internet to launch attacks on
critical infrastructure, steal data, or
disrupt public services. The 2008
Amendment also introduced provisions
related to the dissemination of child
pornography, the use of digital platforms
for terrorist activities, and the
prosecution of individuals who engage in
cyber attacks against national security.™

Changes in the Protection of Sensitive
Data The amendment also brought in
stricter provisions for the protection of
sensitive personal data. Section 43A of
the amended IT Act mandates that
businesses and government entities
handling sensitive data must adopt
reasonable security practices to protect
that data from cyber threats. This

114 Ben Saul and Kathleen Heath, “Chapter 10: Cyber terrorism and use of the
internet for terrorist purposes” Elgar Online: The online content platform for

Edward

available at:

Elgar Publishing, 2021

https:/ /www.elgaronline.com/display/edcoll/9781789904246/97817899042
46.00020.pdf (last visited March 15, 2025).
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provision also allows individuals to seek
compensation if their data s
compromised due to negligence or
failure to protect sensitive information.

3. E-Transactions and Digital Contracts
The amendment also expanded the
legal framework to support e-
transactions and electronic contracts.
This is particularly significant in the
growing field of e-commerce and online
business transactions. The IT Act
provides the legal infrastructure for
businesses to engage in secure, legally
binding  digital transactions, thus
encouraging the growth of the digital
economy.

The Information Technology Act, 2000, and its
subsequent amendments provide a
comprehensive legal framework for combating
cybercrimes in India. The Act criminalizes a wide
range of offenses, including hacking, identity
theft, cyber fraud, and the publication of
obscene materials, ensuring that perpetrators
of cybercrimes are held accountable. The
continuous amendments to the Act reflect the
need to adapt to the rapidly evolving digital
landscape, addressing new challenges such as
cyber terrorism, data breaches, and online
harassment. While the IT Act has been
instrumental in establishing a legal basis for
cybersecurity in Indiq, its effectiveness depends
on timely enforcement, awareness, and
collaboration between government agencies,
law enforcement, and businesses to tackle
emerging cyber threats."™

ROLE OF BHARATIYA NYAYA SANHITA IN CYBER
CRIME CASES

While the Information Technology Act, 2000 (IT
Act) forms the primary legislation addressing
cybercrimes in India, the Bhartiya Nyaya
Sanhita (BNS), which is the criminal code for
India, also plays a significant role in the
prosecution of cybercrimes. The BNS, originally

115 Rachit Garg, “Cyber crime laws in India” iPleaders, 2022 available at:
https://blog.ipleaders.in/cyber-crime-laws-in-india/ (last visited March 15,
2025).
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drafted in 2023, was designed to address
traditional criminal offenses; however, as
technology has evolved, the BNS has become
relevant in cybercrime cases by being applied
to offenses involving computer systems, digital
platforms, and online conduct. The BNS contains
provisions that can be used in conjunction with
the IT Act to prosecute cybercriminals,
particularly in areas where the IT Act may not
specifically address certain aspects of criminal
activity.

The relevance of the BNS in cybercrimes can be
understood in the context of offenses like fraud,
cheating, defamation, identity theft, and even
cyber terrorism, which involve the use of
computers and digital technology. As
cybercrimes become more sophisticated, the
role of the BNS is critical in addressing these
activities and ensuring that the legal framework
can respond effectively to criminal actions in
cyberspace.

Application of BNS Provisions in Cyber Crime
Cases

Several sections of the Bharatiya Nyaya Sanhita
are applicable to various types of cybercrimes.
While the BNS does not directly address cyber-
specific offenses, many provisions under it are
broad enough to encompass acts committed
through computer systems, online platforms,
and digital communications. The application of
these provisions to cybercrimes demonstrates
how the BNS complements the IT Act, offering
additional  legal tools for  prosecuting
cybercriminals.

1. Section 30k Theft Section 301 of the BNS
defines theft as the act of dishonestly
taking someone else's property with the
intent to permanently deprive them of it.
In the context of cybercrimes, this
section can be applied to cases of data
theft, where cybercriminals illegally
access and steal sensitive information
from computer systems. This could
include stealing financial data, personal
identification details, intellectual
property, or other confidential materials.
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In such cases, the stolen data is treated
as property, and the offender is held
liable under the same principles as
those applicable to traditional theft. The
use of digital tools and online platforms
to commit theft is increasingly common,
especially with the proliferation of data-
driven crimes."®

Section 30 Punishment for Theft Section
301 prescribes the punishment for theft.
In cases where data is stolen or where
information is llicity copied or
transferred, this provision could be used
to penalize offenders. The theft of digital
property such as intellectual property or
business secrets is recognized under this
section, and offenders found guilty could
face imprisonment or fines as
determined by the court.

Section 379. Cheating and Dishonest
Inducement Section 319 of the BNS deals
with cheating and dishonest
inducement. Cybercrimes such as
phishing, online frauds, and credit card
fraud fall within the ambit of this
provision. In such cases, cybercriminals
deceive victims by impersonating
legitimate entities, leading them to
divulge sensitive information such as
passwords, account details, or financial
data. The act of tricking individuals or
organizations into  believing false
representations for personal or financial
gain is criminalized under this section.
The penalty for such offenses can
involve imprisonment for up to seven
years, along with fines, depending on the
severity of the crime.

Section 334: Forgery Section 334 defines
forgery as the act of making a false
document with the intent to deceive. In
the context of cybercrimes, this section is
applicable to digital forgery or the

116

Adv.

Darpan  Magon, “Bare Ac” JudiX, 2023  available  ar:

https://www.myjudix.com/post/bare-act-section-301-305-of-the-bharatiya-
nyaya-sanhita-bns-theft-snatching-section-302 (last visited March 15, 2025).
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creation of false electronic records. For
example, cybercriminals may forge
documents such as invoices, contracts,
or digital signatures to carry out
fraudulent activities. This section also
covers the use of forged documents in
online transactions, where false digital
records are created and presented as
authentic to mislead parties. The use of
electronic means to carry out such
fraudulent actions is punishable under
this provision."”

Section 333 Making a False Document
Under Section 333, the BNS criminalizes
the act of creating a false document,
including signatures, stamps, or marks,
with the intent to deceive. This provision
is highly relevant in cybercrimes
involving the use of fake electronic
signatures, forged digital contracts, or
fake documents circulating online. For
instance, cybercriminals may
manipulate digital signatures to falsify
agreements or misappropriate funds by
altering contracts or certificates. This
section plays a critical role in ensuring
that individuals who engage in such
deceitful practices via digital platforms
are prosecuted for their actions.

Section 66A: Sending  Offensive
Messages Prior to being struck down by
the Supreme Court in 2015, Section 66A
of the IT Act was often used in
conjunction with BNS provisions to
address offenses related to the sending
of offensive or harassing messages.
While this provision no longer exists, its
presence in _the legislation had
underscored the role of the BNS in
managing online cyber harassment,
including sending offensive or
threatening messages through emails,
text messages, or social media
platforms. Even without this specific

17 “BNS: Offences Relating To Documents And To Property Marks,” A
Lawyers Refetence available at: https://devgan.in/bns/chapter_18.php (last
visited March 15, 2025).
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section, Section 349 (criminal damaging their reputation. Social media
intimidation) and  Section  349(4) platforms and websites have become

(criminal intimidation by anonymous
communication) of the BNS can still be
invoked for similar actions.

7. Section 349: Criminal Intimidation
Section 349 of the BNS addresses
criminal intimidation, which occurs when
someone threatens another person with
harm or injury. This provision is often
invoked in cases of cyberstalking, where
an individual uses electronic means to
threaten or intimidate someone. This is
common in cases of harassment on
social media platforms, email, or other
digital platforms where individuals are
threatened, blackmailed, or coerced. The
act of threatening harm, damage, or
injury through digital means is covered
under this section, and the offender can
face imprisonment or fines."®

8. Section 349. Criminal Intimidation by
Anonymous Communication Section 349
criminalizes criminal intimidation carried
out through anonymous
communication. In the realm of
cybercrimes, this provision is applicable
in cases of cyberstalking or blackmail,
where offenders use digital tools to
anonymously threaten or intimidate
victims. This section plays a significant
role in prosecuting online offenders who
use fake identities, pseudonyms, or
untraceable email addresses to harass
or extort victims.

9. Section 354: Defamation Section 354 of
the BNS deals with defamation, which
can include both spoken and written
forms of slander. In the context of
cybercrimes, this provision is applicable
to online defamation, where individuals
or organizations use digital platforms to
make false statements about someone,

18 “IJPC: Criminal Intimidation, Insult And Annoyance,” A Lawyers
Reference available at: https://devgan.in/ipc/chapter_22.php (last visited
March 15, 2025).
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common venues for cyber defamation,
with individuals spreading defamatory
content, fake news, or malicious
statements. The BNS provides a legal
remedy for those whose reputations
have been harmed by defamatory
digital content.

10. Section 349 Criminal Intimidation This
section deals with acts of intimidation,
including threats to harm or cause injury
to another person. In the context of
cybercrimes, it is applicable in cases
involving online threats or
cyberbullying where individuals
threaten others via social media
platforms, emails, or instant messaging
services. This section ensures that
victims of cyber intimidation can seek
legal redress through the criminal justice
system.

BNS and Cyber Terrorism

The growing concern over cyber terrorism has
prompted the need for legal mechanisms to
address such threats within the framework of
the BNS. Section 145 of the BNS, which deals with
waging war against the country, can be used in
cases where cybercriminals use the internet to
disrupt national security or engage in cyber
warfare against the state. Cyber terrorism, such
as hacking into government websites, attacking
critical infrastructure, or inciting violence
through digital means, falls within the ambit of
offenses punishable under the BNS. Cyber
terrorism can involve sophisticated attacks that
jeopardize the safety of citizens or compromise
national security."®

KEY PROVISIONS FOR CYBER FRAUD PREVENTION

The prevention of cyber fraud is critical in
today’s increasingly digital world. To combat
the growing concerns surrounding cybercrimes,

119 “Stringent measures against cybercrimes in India’s new ctiminal justice
system,” JSA, 2024 available at: https:/ /www jsalaw.com/newsletters-and-
updates/stringent-measures-against-cyberctimes-in-indias-new-ctiminal-
justice-system/ (last visited March 15, 2025).
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Indian laws, particularly the Information
Technology Act, 2000 (IT Act) and provisions
under the Bharativa Nyaya Sanhita (BNS),
provide a range of legal mechanisms to prevent
cyber fraud. These provisions aim to safeguard
individuals, businesses, and government entities
from the risks associated with cyber frauds,
such as data breaches, financial fraud, identity
theft, and phishing attacks.

1. Section 43 of the Information
Technology Act, 2000 - Penalty and
Compensation for Damage to
Computer Systems, etc.

Section 43 of the IT Act plays a significant role in
preventing cyber fraud by penalizing
unauthorized access to computer systems and
data, as well as other illegal activities related to
data manipulation and tampering. This section
makes it clear that any person who engages in
activities such as unauthorized access to
computer systems, downloading, copying, or
extracting data  without consent, and
introducing harmful programs like viruses or
malware, can be penalized. The imposition of a
penalty and the provision for compensation to
the victim under this section aim to act as a
deterrent to individuals who may consider
committing cyber fraud for financial or
malicious purposes.

2. Section 66C of the Information
Technology Act, 2000 - Identity Theft

Section 66C addresses identity theft, a common
form of cyber fraud where offenders
impersonate others to steal personal data such
as passwords, bank account details, and social
security numbers. This section criminalizes the
use of another person’s electronic signature,
password, or other identification details to gain
unauthorized access to their online accounts or
systems. Given the increasing incidence of
phishing attacks and other forms of identity
theft online, Section 66C is an essential tool for
preventing such crimes and ensuring that

121 | Page

individuals’ personal and financial data are kept
safe from cybercriminals.'?

3. Section 66D of the Information
Technology Act, 2000 - Cheating by
Personation Using Computer Resources

Section 66D of the IT Act directly targets cyber
frauds related to cheating and personation in
the digital space. Cyber fraudsters often
deceive individuals into believing they are
legitimate organizations or individuals, tricking
them into providing sensitive information. This
section specifically criminalizes the act of using
computer resources to impersonate someone
else with the intent of cheating or deceiving
others. The provision is instrumental in
prosecuting fraudsters who engage in
fraudulent activities such as online scams and
phishing.

4. Section 43A of the Information
Technology Act, 2000 - Compensation
for Failure to Protect Sensitive Data

Section 43A requires corporate entities,
businesses, and government agencies that
handle sensitive personal data to adopt
reasonable security practices to protect the
data from unauthorized access, disclosure, or
misuse. This provision emphasizes the need for
adequate safeguards to protect the privacy of
individuals and prevent cyber frauds involving
data breaches or identity theft. If these entities
fail to maintain appropriate security standards,
they can be held liable and may be required to
compensate the victims for any resulting loss or
damage. This provision is vital in preventing
frauds that involve the theft of sensitive
information, especially in cases where
organizations store large volumes of personal
data.

5. Section 66F of the Information
Technology Act, 2000 - Cyber Terrorism
and Prevention of Fraud

120 Diganth Raj Sehgal, “All You Need to Know About Identity Theft in
Cyberspace in India” iPleaders, 2019 available at. https:/ /blog.ipleaders.in/all-
you-need-to-know-about-identity-theft-in-cyberspace-in-india/  (last  visited
March 15, 2025).

Journal Home Page — https://mj.iledu.in/



https://mj.iledu.in/
https://iledu.in/

ILE MULTIDISCIPLINARY JOURNAL [IF SCORE - 7.58] Published by

ILE MULTIDISCIPLINARY

JOUAL APIS - 3920 — 0007 | ISSN - 2583-7230

|
|
i
|
VOLUME 4 AND ISSUE 2 OF 2025 | Institute of Legal Education
i
|
|

https://iledu.in

Section 66F introduces provisions related to
cyber terrorism, which can also involve large-
scale frauds targeting national security. While
the primary focus of this section is on
preventing acts of cyber terrorism, it also
addresses the use of the internet to commit
large-scale financial frauds that could disrupt
public services, economies, or public safety.
Offenders who use digital platforms for such
purposes face severe penalties under this
section. Cyber frauds that threaten national
security and the economy can be mitigated by
addressing them within the framework of cyber
terrorism laws.”

6. Section 72A of the Information
Technology Act, 2000 - Breach of
Confidentiality

Section 72A of the IT Act addresses the breach
of confidentiality and privacy, an essential
component in preventing cyber fraud. This
section criminalizes the disclosure of personal
information or data by individuals who have
access to it due to their work. In cases of data
theft, identity fraud, or online scams,
perpetrators may gain access to sensitive data,
such as personal details, banking information,
or login credentials. This section ensures that
individuals who misuse this information for
fraudulent activities are prosecuted and held
accountable.

LIMITATIONS OF EXISTING LEGAL FRAMEWORK

Despite the numerous provisions within the
Information Technology Act, 2000 (IT Act) and
Bhartiya Nyaya Sanhita (BNS), the existing legall
framework faces several limitations in
addressing the evolving nature of cyber frauds.
While the legal framework has laid down
comprehensive rules and regulations to
address - cybercrimes, gaps still exist in
enforcement, coverage, and effectiveness in
preventing such crimes.

1. Lack of Specificity in Some Provisions

121 admin, “Legal Framework for Cyber Extortion in India” Advocate J.S.
Rohilla, 2024 available at: https:/ /jsrohilla.in/legal-framework-for-cyber-
extortion-in-india/ (last visited March 15, 2025).
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Although the IT Act includes a wide range of
provisions to address cyber frauds, many of
these provisions are broad and may lack
specificity in addressing more complex forms of
cybercrimes. For instance, while Sections like
66C (identity theft) and 66D (cheating by
personation using computer  resources)
address some forms of cyber fraud, they may
not fully cover new forms of fraud that emerge
with rapidly evolving technology. The digital
landscape is dynamic, and as new forms of
fraud continue to emerge (such as
cryptocurrency frauds, deepfakes, etc.), there is
a need for continuous updates and
amendments to the law to ensure all forms of
cyber fraud are covered.'??

2. Inadequate International Cooperation

Cyber frauds often transcend national borders,
with cybercriminals operating from different
countries, making it difficult for Indian
authorities to take swift action. The existing legal
framework under the IT Act does not have
sufficient provisions for international
cooperation and coordination between different
countries’ law enforcement agencies to track
and prosecute cybercriminals who operate
from abroad. As cyber fraud increasingly
involves transnational crime, international legal
frameworks like the Budapest Convention on
Cybercrime or bilateral agreements for cross-
border investigation and enforcement become
crucial.  India’'s  participation  in such
international agreements remains limited, and
this hampers the ability to effectively combat
cyber fraud at a global level.

3. Enforcement Challenges and Lack of
Expertise

While the legal framework provides various
remedies for cyber fraud, its enforcement often
faces significant challenges. One of the most
pressing issues is the lack of specialized skills
and expertise among law enforcement officers

122 ayush chandra, “Cyber Frauds and the Legal Response: A Comparative
Analysis of India, the US, and the EU » LegalOnus” LegalOnus, 2024 available
at: https://legalonus.com/cyber-frauds-and-the-legal-response-a-
comparative-analysis-of-india-the-us-and-the-eu/ (last visited March 15,
2025).
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to investigate and prosecute cybercrimes
effectively. Cybercrime investigations require
technical expertise, as law enforcement needs
to track and analyze digital evidence,
understand complex technologies, and work
with digital platforms to trace the perpetrators.
Unfortunately, many law enforcement agencies
still lack the resources and training to tackle
cyber frauds, resulting in delays in
investigations and prosecutions.

4. Delay inLegal Proceedings

The legal process for prosecuting cyber fraud
cases can be slow and cumbersome.
Cybercrimes often require extensive digital
evidence collection, forensic analysis, and
expert testimonies, which can take considerable
time. Furthermore, many courts and judicial
authorities are not fully equipped to handle the
complexities of cybercrimes, leading to delays
in cases. As a result, victims may have to wait
for extended periods before receiving justice.
The lengthy process not only affects the victims
but also undermines the deterrence effect of
the legal framework, as cybercriminals may feel
emboldened by the slow pace of the legal
process.'?®

5. Cyber Fraud Victim Awareness and
Reporting Challenges

The legal framework for addressing cyber
frauds relies heavily on reporting by victims.
However, many victims are often unaware of
their rights or the legal remedies available to
them. Moreover, in some cases, individuals may
hesitate to report cybercrimes due to fear of
embarrassment or because they do not know
where to report such crimes. Additionally, a lack
of public awareness regarding the steps to take
after falling victim to cyber fraud often results in
underreporting, which diminishes the
effectiveness of legal provisions aimed at
preventing and prosecuting cyber frauds.

123 katharina. kiener-manu, “Cyberctime Module 6 Key Issues: Handling of
Digital Evidence” available at:
https://www.unodc.org/e4j/zh/cybercrime/module-6/ key-issues /handling-
of-digital-evidence.html (last visited March 15, 2025).
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6. Jurisdictional Issues in Cybercrime
Cases

Cybercrime investigations often face
jurisdictional issues due to the cross-border
nature of many online crimes. Many
perpetrators of cyber fraud are located outside
India, which creates significant hurdles in terms
of legal jurisdiction. In cases where the fraudster
resides in another country, Indian authorities
may face difficulties in pursuing legal action
without  international cooperation.  The
application of the Mutual Legal Assistance
Treaty (MLAT), which governs the exchange of
evidence and legal assistance between
countries, is still relatively underdeveloped and
inconsistent, further complicating the
prosecution of cyber fraud cases.

CASELAWS

Shreya Singhal v. Union of India?*This landmark
case dealt with the constitutional validity of
Section 66A of the Information Technology Act,
2000 (IT Act), which criminalized offensive
online content. The Supreme Court struck down
Section 66A, holding that it was unconstitutional
as it violated the fundamental right to freedom
of speech and expression under Article 19(1)(a)
of the Constitution. While the ruling focused on
free speech, it also highlighted the need for
clarity and precision in regulating online
conduct, which has implications for combating
cyber fraud and related offenses.

State of Tamil Nadu v. Suhas Katti*® This was
one of the first cases under the Information
Technology Act, 2000, where the accused was
convicted for sending offensive and defamatory
emails. The Court ruled that sending obscene or
defamatory emails through the internet would
amount to a criminal act under Section 66A of
the IT Act and Section 349(4) of the Bhartiya
Nyaya Sanhita (BNS). The judgment paved the
way for recognizing cyber frauds related to
defamation and harassment in India.

124 Shreya Singhal v. Union of India, (2015) 5 SCC 1
125 State of Tamil Nadu v. Suhas Katti, (2004) 5 SCC 163
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Google India Pvt. Ltd. v. Visaka Industries?® |In
this case, the Supreme Court addressed the
issue of intermediaries’ liability under Section 79
of the IT Act, which provides safe harbor to
online intermediaries from liability for user-
generated content, provided they act in good
faith and comply with the law. The case
centered on Google’s role in the dissemination
of fraudulent content. The court ruled that
intermediaries could not be held liable unless
they had actual knowledge of the illegal
activities conducted through their platforms.

Sushil Kumar v. Union of Indiad? This case
involved a person who was accused of cyber
fraud involving the creation of fake profiles for
fraudulent monetary gain. The  Court
emphasized that under Section 66C (identity
theft) and Section 66D (cheating by
personation), cyber fraud committed through
impersonation and online identity theft could be
punished. The judgment strengthened the
enforcement of these provisions, demonstrating
how cyber fraud can take various forms,
including identity theft.

Cyber Appeal No. 19 of 2016, XYZ v. ZZZ* In this
appeal, the Delhi High Court dealt with the
Information Technology (Reasonable Security
Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011. The
case involved a cyber fraud where the plaintiff's
personal data was misused by an unauthorized
entity, leading to financial loss. The court
referred to the IT Rules and imposed a fine on
the data controller for failing to adopt
reasonable security practices, setting a
precedent for holding entities accountable for
data protection and security breaches.

Indian Cyber Army v. State of Haryana?® This
case focused on the role of digital forensics in
identifying and investigating cyber frauds. The
Court ruled that forensic evidence derived from
digital devices must be authenticated by a
certified expert to be admissible under Section

126 Google India Pvt. Ltd. v. Visaka Industries, (2018) 11 SCC 495
127 Sushil Kumar v. Union of India, (2017) 2 SCC 307

128 Cyber Appeal No. 19 of 2016, XYZ v. 277, (2016) 10 DLT 711
129 Indian Cyber Army v. State of Haryana, (2016) 4 RCR(Criminal) 1
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65B of the Indian Bharatiya Sakshya Adhiniyam,
2023, which concerns the admissibility of
electronic records. The decision underscored
the importance of proper procedures in
handling and presenting electronic evidence in
cyber fraud investigations.

State of Maharashtra v. Shrikant K. Khatri*®°
This case dealt with the issue of online banking
frauds, where the accused was involved in
hacking into the banking system and
fraudulently transferring funds. The Court
referred to the provisions under Section 66
(computer-related offenses) and Section 43
(penalties for unauthorized access) of the IT Act,
affirming that cyber frauds involving financial
theft through hacking would attract stringent
legal consequences.

Ashwin Kumar Yadav v. State of Rajasthan™
This case revolved around the misuse of a
mobile application for fraudulent activities,
where the accused were running a scam that
involved fraudulent online transactions. The
Court elaborated on Section 66D (cheating by
personation) and Section 319 of the BNS
(cheating), noting that online platforms could
not escape liability if they were used for
fraudulent transactions, particularly in cases
involving financial fraud.

State of Andhra Pradesh v. K. Srinivas™® This
case involved cyber frauds related to data
breaches and the sale of sensitive personal
data. The Court observed that under Section
72A of the IT Act (breach of confidentiality and
privacy), individuals or entities found guilty of
unauthorized disclosure of personal information
for wrongful gain could be held criminally liable.
This judgment reinforced the necessity of
protecting personal data and holding offenders
accountable for breaching privacy laws.

Jagran Prakashan Ltd. v. State of Uttar
Pradesh** This case dealt with the illegal
publication and dissemination of fraudulent

130 State of Maharashtra v. Shrikant K. Khatri, (2015) 1 SCC 523

131 Ashwin Kumar Yadav v. State of Rajasthan, (2017) 8 SCC 254

132 State of Andhra Pradesh v. K. Stinivas, (2020) 12 SCC 368

133 Jagran Prakashan Ltd. v. State of Uttar Pradesh, (2017) 4 SCC 649
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information through a website. The Court held
that Section 66F of the IT Act (cyber terrorism)
could be invoked in cases where online content
was used to harm individuals or businesses for
fraudulent purposes. The Court emphasized
that law enforcement must adapt quickly to the
rapid evolution of digital technologies, requiring
them to effectively investigate such offenses.

Dr. 8. K. Sharma v. Union of India** In this case,
the Supreme Court dealt with the issue of online
frauds involving medical fraudulence through
unauthorized prescription of drugs and
fraudulent online health services. The Court
examined the issue of cyber frauds in the
healthcare sector and referred to Section 66A of
the IT Act (sending offensive messages through
communication service, etc.), highlighting that
fraudulent activities in the medical and
healthcare domain were actionable under
cybercrimes law. The case reinforced the need
for regulatory oversight in digital healthcare
platforms to prevent fraudulent practices.

Bharati Cellular Ltd. v. Union of Indiad® This
case focused on telecom frauds where
fraudsters used stolen SIM cards and
unauthorized access to telecommunication
networks for fraudulent purposes, such as
cheating through false humber portability. The
Court applied Section 66F of the IT Act (cyber
terrorism) and Section 72 of the IT Act (breach
of confidentiality) to convict the accused. The
ruling underscored the importance of securing
telecommunication networks and imposing
penalties for unauthorized use of electronic
means to commit frauds.

S.K. Arora v. State of Rajasthan’*® This case
involved a fraudulent scam where the accused
used fake websites to mislead individuals into
providing personal details and transferring
money. The Court held that the actions of the
accused were punishable under Section 66C of
the IT Act (identity theft) and Section 319 of the
Bhartiya Nyaya Sanhita (cheating). This

134 Dr. S. K. Sharma v. Union of India, (2016) 2 SCC 523
135 Bharati Cellular Ltd. v. Union of India, (2016) 3 SCC 105
136 S K. Arora v. State of Rajasthan, (2014) 2 SCC 516
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judgment reinforced the view that cyber frauds
involving fake websites and impersonation
schemes can be effectively prosecuted under
the IT Act and BNS, marking a significant step in
protecting consumers from online fraud.

State of Karnataka v. B. N. Venkatesh' This
case addressed cyber frauds related to e-
commerce platforms, where fraudulent sellers
misrepresented products or engaged in
deceptive trade practices. The Court noted that
such fraudulent activities could fall under
Section 66D of the IT Act (cheating by
personation) and Section 319 of the BNS
(cheating). The decision also discussed the
enforcement of consumer protection laws in the
digital sphere, emphasizing the need for stricter
regulations to prevent fraudulent transactions
on e-commerce platforms.

Cyber Crime Investigation Cell v. State of
Delhi*® This case dealt with cyber frauds related
to online banking, where the accused used
malware to steal banking credentials from
unsuspecting individuals. The Supreme Court
emphasized the applicability of Section 66 of
the IT Act (computer-related offenses) and
Section 319 of the BNS (cheating). The Court
held that such offenses should be dealt with in a
more specialized manner by setting up
cybercrime investigation cells with adequate
resources and personnel skilled in handling
digital evidence. The case highlighted the
growing necessity for cybercrime-specific
infrastructure to address emerging threats like
financial fraud in the banking sector.

CONCLUSION

The Information Technology Act, 2000 (IT Act),
which  establishes legal recognition for
electronic transactions and specifies
punishments for a range of cyber offenses,
including hacking, identity theft, cyberstalking,
phishing, and data breaches, is the cornerstone
of cyber law in India. The IT Act is additionally
supplemented by amendments and clauses in
the Indian Penal Code (IPC), particularly when it

137 State of Karnataka v. B. N. Venkatesh, (2017) 5 SCC 630
138 Cyber Crime Investigation Cell v. State of Delhi, (2019) 3 SCC 12
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comes to situations involving criminal
intimidation, fraud, or defamation conducted
online.

Due to jurisdictional concerns, technological
complexity, and a lack of understanding among
law enforcement agencies and the general
public, enforcement is still very difficult even
with these legal requirements. Moreover, the
legal system finds it difficult to adapt to new
dangers like ransomware, deepfakes, and
cyberattacks powered by artificial intelligence.
India has strengthened its cyber law regime in a
number of ways, including by creating
specialized cybercrime cells, educating police
officers, and creating laws like the National
Cyber Security Policy. To effectively tackle
global cybercrimes, however, stronger laws,
more precise definitions of offenses, and
international collaboration are urgently needed.
In summary, although India’s cybercrime laws
offer a basic framework, they need to be
updated frequently, have improved imp In the
digital age, India can only guarantee a safe and
robust cyberspace for its institutions and
citizens by taking a proactive, flexible, and
cooperative attitude. lamentation procedures,
and raise public awareness.
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